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1. HEJb OCBOEHUSA JUCIUAIIJIMHBI (MO/YJIS1) — 3HaKOMCTBO CTYJCHTOB C OCHOBHBIMH CPEIICTBAMH H
METOJIaMH, 00€CIICUHBAIOIIMMHA HH()OPMAIMOHHYIO 0€30MaCHOCTh; C KPUNTOrpahUUECKUMH METONAMU 3allUThI
nH(opMaIuy, a UMEHHO: KPUITOCHCTEMaM C CEKPETHBIM KIIFOUOM (CUMMETPHUYHBIM KPHUIITOAJITOPUTMAM) H
KPUIITOCUCTEMAM C OTKPBITBIM KITFOYOM (HECUMMETPUYHBIM KPUIITOAITOPUTMAM ).

2. TPEBOBAHUA K PE3YJIbTATAM OCBOEHUS JUCHUITJIMHBI (MO4YJIA)
B pesynbpTare ocBoeHUS TUCHUIUIMHBI (MOLYIIST) GOPMHUPYIOTCS CIEAYIOMINE KOMIIETCHIINH:
OIIK-4. Crmocoben ywacTBOBaTh B pa3pabOTKE CTaHAApTOB, HOPM M MpPaBWI, a TaKkKe TEXHUYECKOH
JOKYMEHTAIINH, CBS3aHHOHN C IPOdecCHOHaBbHOMN IeITebHOCThIO
[epedens muaHupyeMbIX pe3yabTaToB 00yUYEHHUs IO AUCHUILIMHE (MOAYIIIO),
COOTHECEHHBIX C MHJIUKATOpaMH JOCTHKEHUSI KOMIETECHIUHA

HNuaukaropsbl
KomnereHuus . Pe3ysibTaThl 06yUeHHs
KOMIeTEeHIMii
OIIK-4. Criocoben OIlK-4.1 3uamy:
y4acTBOBaTh B pa3paborke | PaspabarhiBaer - O CYIIECTBYIOIIUX CPEICTBAX 3aIUTHI
CTaHJapTOB, HOPM U pabouyro UH(OpPMAIHK 1 BO3MOXHOCTSIX MX UCITOJIB30BAHUS B
MPaBUJL, @ TAKXKE JIOKYMEHTAIIMIO B 3aJa4ax CO3aHUs ¥ BHEAPEHHS HH()OPMAIIMOHHBIX
TEXHUYECKON COOTBETCTBHH C CHCTEM;
JOKYMEHTAIINH, CBSI3aHHOH | TpeOOBaHUIMH - IPUHITUIIB KPUITOrpauIecKux mpeodpa3oBaHmii,
¢ npodeccHoHaNbHON CTaHJAPTOB ¥ HOPM THUIIOBBIC IIPOrPAaMMHO-AIIapaTHBIC CPEJICTBA
JeATEeIbHOCTBIO CHCTEMBI 3aIUTHl HH()OPMAIIHH OT
HECAaHKIMOHUPOBAHHOTO JIOCTYTIA.
Ymems:
- MPOBOIMTH AHAJIN3 CTEIICHH 3AIIHIIEHHOCTH
WHPOPMAITHH;

- OCYIICCTBJIATH IMOBBINICHUE YPOBHS 3aIIUTEI C
Y4€TOM PA3BUTHSI MATEMAaTHUECKOT O U
POTrPaMMHOT0 00ECIICYeHHUST BEIYUCIUTENBHBIX
CHICTEM.

Braoemw:

- HaBbIKAMHU MPUMEHEHHUSI COBPEMEHHBIX aJITOPUTMOB
Jutst g poBanust/ aemupoBaHus CEKPETHOU
uH(OopMaIliH;

- HaBbIKAMH PEIICHUS PAaKTUYECKHX 3a1a4
npodecCHOHATLHON JICSITEITBHOCTH.

3. VYKA3BAHUE MECTA JUCHUILUIMHBI (MOJYJISI) B CTPYKTYPE OCHOBHOH
IMPOPECCHOHAJIBHOM OBPA3SOBATEJLHOM ITPOT'PAMMBI

Hucuummaa (Momyns) «3ammra WHOOPMAIUN» OTHOCHUTCS K O0sM3aTENbHOW YacTH MPOrpaMMBI 110
Harpasieanio moaroroBku 09.03.01 MudopmaTtnka M BBEYHCIMTEIbHAS TEXHHUKA HAIPaBICHHOCTH (TIPOMHIIB)
TexHomoruu pa3paboTKH MOOUIBHBIX TPUIOKEHUH .

4. OBPBEM JUCHUIIJIMHBI (MOAYJisA) B 3AYETHBIX EJIMHUIAX C YKA3AHUEM
KOJIMYECTBA AKAJEMMWYECKUX YACOB, BBIIEJIEHHBIX HA KOHTAKTHYIO PABOTY
OBYYAIOIIINXCSA C MNPENOJABATEJEM (II0 BHJAAM YYEBHBIX 3AHATHN) M HA
CAMOCTOATEJIBHYIO PABOTY OBYYAIOIIIUXCS

OO1mast TpyI0EMKOCTh JAMCIMIUIAHBI (MOIyJsl) cocTaBisier 5 3avernsie emuuuipl win 180 gacos (u3
pacuera 1 3E = 36 gacos).
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5.

COJEPXKAHHUE JUCIUIIVIMHBI MOAYJIsA), CTPYKTYPUPOBAHHOE II0 TEMAM

(PASAEJIAM) C YKABAHUEM OTBEJIEHHOI'O HA HUX KOJIUYECTBA AKAJEMHWYECKHUX
YACOB M BUJIOB YYEBHbBIX 3AHATHI
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Beenenue B nH(pOpMaIMOHHYIO
1. 6ezonacHocth (MB). YpoBHK 4 8 12 4 16
obecrieuenus Ub.
2. Kpunrorpaduueckas 3ammra JaHHBIX. 4 8 12 4 16
3 3ammra nHGOpPMAIUK B KOMITBIOTEPHBIX 6 10 16 4 16
CeTsIX.
4 CoBpeMeHHbIE TEXHOJIOTHH 3aIUTHI 6 10 16 5 16
nHGpOpMAITUH.
5 3akoHonatenbcTBo PO B 001acTy 3amuTh 6 10 16 4 17
IaHHBIX U o0ecnieuenus Ub.
OK3aMeH 27
HUTOr'O: 26 46 72 18 81 27

Conep:xkanue TUCHUILITHHBI (MOTYJIsA)

Pa3znen 1. Beenenue B unopmainuonnyr oezonacuocts (Mb). YpoBHu obecneuenusi Ub.

OcHoBHbIE ompenerneHus: nHdopMaliys, 3amminacMas HHpopMaius, 0e30MacHOCTh HHPOPMALUU. YTPO3bl
0e30MacHOCTH: yrpo3a KOH(HICHIIMAIBHOCTH, yrpo3a IEeNOCTHOCTH, Yrpo3a OTKa3a B OOCIYXKHBAHHU.
3ammTa napopmari. Hampasienns 3ammTel HHQOpPMAITUH: TIPaBoBasi, TEXHUUECKas, KpUITorpadudeckas,
¢dusnueckas. TexHomoruu HHGOPMALIMOHHOHN 3aIlUTHL

Cranmapt «Kputepuu oOmeHKH O0€30MMacHOCTH WH(MOOPMAIMOHHBIX TeXHONOTHH» («OOIIe KPUTEPUN»
ISO/IEC 15408). ®ynkumroHansHbIe TpeOoBaHus. TpeboBaHMs JOBEPHSL.

Pa3zgen 2. Kpuntorpadguyeckas 3aliuTa JaHHBIX

OCHOBHBIC ONPENEIICHUS: OTKPBITBHIN TEKCT, MHU(PPOTEKCT, MHQPOBaHNE, NeMHPPOBAHUE, KPUITOrpadus,
KPHUIITOAHAIN3, KPULITOJIOTUSI.

Knaccugukanus KpuntoalaropuTMoB: IO THILy IpeoOpa3oBaHUM, IO THUILYy HMCIOJIb30BAHUS KIIOYEH, IO
pasmMepy mpeodpa3yeMoro Oioka.

OnnoandaBuTHbIE MOACTaHOBKH. MHOroaa(aBuTHbIE IOACTaHOBKH. [lepecTaHOBKU 1O KOy
CuMMeTprUYHbIE KPUIITOAITOPUTMBI (CUCTEMBI C CEKpETHBIM KirouoMm). CkpemOnepsl, Kak Ipumep
norokoBoro mudpa. Cerp Deticrens u e€ npumeHerne B 6mounbix mudpax. ludper DES, TOCT 28147-
89, Blowfish.

DJeMeHTHI TEOPHH YHCEN: CPaBHEHUS M WX CBOWCTBa, PpyHKIMs Ditnepa, manas teopema Depma, anroputm
OBICTPOro MOIYJSIPHOTO BO3BENCHHSI B CTENEHb, alropuT™M EBKIMIa M €ro mpuUMEHEHHE, IUCKPETHBIH
norapudm (MHAEKC Yncia), KuTaiickas TeopemMa 00 ocTaTKax.

ACHMMETpPHYHBIE KPHUIITOAJITOPUTMBI (CHCTEMBI C OTKDPBITBIM KJIIOYOM): IPOTOKON OOMEHa KIIoYaMH II0
anmroput™My Huddu-Xennmana, kpunrtocucrema RSA: mmdposanume, nemmdpoBanue, TpeOOBaHUS K
kimouaM. Kpunrocucrema Onb-I'amains: mudposanue, aemmdpoBanue. JNEKTPOHHAS MOANKCEH: TeHepaLus
W TpOBepKa MOANKCU B KpuntocucreMe Dib-1"amans. Bpemennas merka (Timestamp): cozganue u mpoBepka
BPEMEHHOU METKH.

Crioco0bl pa3zienieHnsl CEeKpeTa MeKAY HECKOJIbKUMH YYaCTHUKAMH

ONIUNTHYeCKUe KPUBBIE U UX IPUMEHEHHE B KpUNITOrpagun

BeruucnutenbHble Tpo0ieMbl KpUNITONOTUH: 3a/1a4a (haKTOPU3ALMH U CIIOCOOBI €€ perIeHus (MeTo CHIIOBOH
ataku. merox llomnapaa, merog depma), cocoObl HaXOXKAECHHUS OONBIINX MPOCTHIX YKceN ( CEeBIONPOCTHIE
qucia, anroput™ Munnepa-Pabuna), 3aaua BEIMUCIEHUS TUCKPETHOrO JlorapugmMa U crocoObl e€ perieHus
(meron CunbBepa-Ilonura-Xennmana corinacoBanus, Merof LlleHkca «OONbIINX U MajbIX IIATOBY).



Paznea 3. 3amura nudgopmanuy B KOMIBIOTEPHBIX CETSX.

e Texnonorun ayreHTuduKauuu. OCHOBHBIC ONpeneNeHus: HWAeHTH(UKALM, ayTeHTHQHUKaIus,
aBTOpH3aLMUs, aJMUHHCTpUpOoBaHue. Tpu rpynmsl MeronoB ayreHtudukauuu (“I have”, “I know”, “I
am”). buomerpuyeckne MeToAbl ayTeHTUQHUKAIMW (CTaTHYecKHe | JAWHamuyeckue). [Ipocras
ayrentu¢ukanus. Ctporast ayreHTuukanus. [Ipotokonsl crporoit ayrentudukamyn. OCHOBHBIE aTaKu
Ha MPOTOKOJIBI ayTeHTU(UKAIINH.

. Texnomornu MexceTeBbIX HKpaHoB (MD). DyHKIMHM MEKCETeBBIX JKpaHOB. DuibTpauus
Tpaduka. Bemmonnenne QyHKIuiA nocpeannvecTa. JononHuTeNbHbIE BO3SMOXKHOCTH MO.

e TexHOJIOrMM BUPTYaJbHBIX 3aIMIIEHHBIX KaHaioB U cered VPN. Konuenuus noctpoeHus: BUpTyalIbHBIX
3amuuieHHbIx  cereil.  VPN. VPN-pemeHus mid DOCTpOEHMS 3allMIICHHBIX cere. JlocTOWHCTBa
npuMeHeHus TexHoimoruii VPN.

. Texnonoruu o0HapyXeHUs! BTOp>KeHH. KOHIeNUs afanTHBHOTO YIIpaBJiIeHHsI 0€30MacHOCTHIO.
TexHomorust aHanu3a 3alIUIIEHHOCTH. TEXHONOTHMM OOHApPYXKEHUs aTak: METOJbl aHajHu3a CETEBOH
nHpopMaun, KiaccupukKanus cucreM oOHapykeHHs atak IDS, xommoHeHThl u apxutektypa IDS,
METOJIbl pearupoBaHMsL.

. TexHomoruu 3amMTBl OT BUPYCOB. KOMIBbIOTEpHBIE BUPYCHI W TpOOJIEMBl aHTHBHUPYCHOU
3alUTHL: KJIacCU(UKAIMs KOMITBIOTEPHBIX BHPYCOB, KH3HEHHBIH IIMKI BHPYCOB, OCHOBHBIC KaHAJbI
pacmpocTpaHeHHs BHPYCOB M JPYTUX BPEJOHOCHBIX IpOrpaMM. AHTHUBHPYCHBIE NpPOTpaMMBbl U
KoMILIEKChI. [TocTpoenne cuctemMbl aHTUBUPYCHOM 3aIlUThI KOPIIOPATUBHON CETH.

Pa3nen 4. CoBpeMeHHbIE TEXHOJOTUM 3aIIUTHI HHOPMaNUH.

e [IpoTuBozEiicTBIE COCPEAOTOUECHHBIM 1 pacnpeneneHHbiM DDOS aTakam. Bunel aTak THma «oTkas B
obcmyxuanuny. Crienuduka aTax.

e [locTpoeHre MHOTOKOMIIOHEHTHBIX 3aIUIIEHHBIX CHCTEM.

o TyHHenmMpoBaHKE U COKPHITHE WHPOPMAIIUH ITPH TIepeJiade 110 CETSIM OOIIEro MOJIb30BaHMSL.
CrieninabHbIE MEXCETEBBIE SKPAHBI.

Pa3paen 5. 3akonogarenbcTBo P@D B 00J1acTH 32U THI JaHHBIX U 00ecniedeHUs1 HH(OPMAUOHH O
0e30MmacHOCTH.

6.

OCHOBHBIC 3aKOHHBIC U TIOJI3aKOHHBIE aKThI, cTaTb Konctutynmu P®, Kogekcel u PermaMeHTsI.
3aKoHHBIC OTIPEIEIICHHSI OCHOBHBIX MOHsATHH Ub.

TpeboBanus o 3anuTe HHGOPMAIMK B TOCYIapCcTBEHHBIX cTpykTypax. Crangapt [OCT.
[enepanus v yHHUTOXKEHHE WHPOPMAIIUH.

HEPEYEHb YYEBHO-METOAMYECKOI'O OBECIHEYEHHUS, HEOBXOJUMOI'O JJIs1

OCBOEHUSA JMCHUIIJIMHBI (MOAY JIS)

OcHoBHasl iuTEepaTypa:

1.

Baykos, A. A. 3ammra nHpopManmy : yaed. mocobue ans OakamaBpuata u MarucTpatypsl / A. A. BHYKOB.
— 2-¢ u3A., ucnp. u gorn. — M. : Uspatenscro FOpaiit, 2018. — 261 ¢. — (Cepus : bakanaBp u Marucrp.
Axkanemuueckuii  kypc). — ISBN 978-5-534-01678-9. — Pexum goctyma: https://www.biblio-
online.ru/book/zaschita-informacii-414082.

Jlocs, A. b. Kpunrorpapuveckne Merompl 3amuThl WHGOPMAIWH: YYEOHHK I aKaJIeMHYECKOTO
OakamaBpuata / A. b. Jlocs, A. FO. Hecrepenko, M. U. PoxkoB. — 2-e u3n., uctp. — M. : M3naTenscTBo
IOpaiit, 2018. — 473 c. — (Cepus : bakanaBp. Axagemmueckuii kypc). — ISBN 978-5-534-01530-0. —
Pexxum noctyna: https://www.biblio-online.ru/book/kriptograficheskie-metody-zaschity-informacii-413075.

JlononHUTeILHAS JIUTepaTypa:

3.

JIsim, O. Y. CereBble TEXHOJIOTUU: TEOPHUS M MPAKTHKA aIMUHUCTPUPOBaHUs : yued.-MeToa. nocodue. Y. 2 /
Ouner UBanosuy Jlsam, Hatanes FOpbeBHa Koponesa ; @enep. areHTcTBO M0 00pazoBanuio, Mypm. roc. meq.
VH-T. - Mypmanck : MI'TIY, 2010. - 201 c. : un. - bubnuorp.: c¢. 198-201 (46 Ha3B.). - ISBN 978-5-4222-
0044-3 : 58-009.

WHndopMamoHHbIE CUCTEMBI U TEXHOJOTHMH B 3KOHOMHUKE W yIpaBiieHHMHd B 2 4. Yactp 2 : yyeOHHMK s
OakanmaBpuara W crenuanurera / orB. pea. B. B. TpobpumoB. — 5-e¢ m3n., mepepab. n gom. — M. :
UznarensctBo Opaiit, 2018. — 324 ¢. — (Cepus : bakanasp u cnenuanuct). — ISBN 978-5-534-09092-5.
— Pexum moctyna : https://www.biblio-online.ru/book/informacionnye-sistemy-i-tehnologii-v-ekonomike-i-
upravlenii-v-2-ch-chast-2-427127.


https://www.biblio-online.ru/book/zaschita-informacii-414082
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https://www.biblio-online.ru/book/kriptograficheskie-metody-zaschity-informacii-413075
https://www.biblio-online.ru/book/informacionnye-sistemy-i-tehnologii-v-ekonomike-i-upravlenii-v-2-ch-chast-2-427127
https://www.biblio-online.ru/book/informacionnye-sistemy-i-tehnologii-v-ekonomike-i-upravlenii-v-2-ch-chast-2-427127

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEUEHUE JUCIIATIJIMHBI (MOY JIS)
B 06pa3oBaTenbHOM IPOIECCe UCTTONB3YIOTCS

— y4eOHBIC ayAUTOPHH I TPOBEIACHUSA YUCOHBIX 3aHATHH, OCHAICHHBIC O0OPYIOBAHMEM M TEXHHUUYCCKUMH
cpencTBamMu o0yueHus: yuebHas mebens, ITK, o0opymoBanue st IEMOHCTpAIMY MPE3CHTAINH, HATJISIHbIC
IOCOOMS;

— TIOMEIIEHHS i1 CaMOCTOSATENFHONH padOThI, OCHAIICHHBIC KOMIBIOTEPHOW TEXHHUKOH C BO3MOMHOCTBHIO
mofKimoYeHnuss K cet «MHTepHET» U OOECIeUeHWeM J[OCTylma B JJIEKTPOHHYIO HH(POPMAIHOHHO-
oOpasoBarenbHyto cpeny MAT'Y.

7.1 NEPEYEHb JIMHEH3UOHHOTI'O n CBOBOJHO PACITPOCTPAHSAEMOI'O
MNPOI'PAMMHOTI'O OBECIIEYEHMUS:
7.1.1. JInnieH3HOHHOE MPOTPaMMHOE 00ecreueHe 0Te4eCTBEHHOT0 MPON3BO/ICTRA:
Kaspersky Anti-Virus
7.1.2. JInnieH3HOHHOE MPOTPaMMHOE o0ecredeHne 3apy0e:KHOro MPON3BOACTBA:
Mathematica, MathType, MS Office, Statistica, Windows 7 Professional, Windows 10, Adobe Creative
Cloud 2020, Adaobe Photoshop CC, Corel Draw, SuperNova Magnifier and Screen Reader
7.1.3. CB0GOAHO pacnipocTpaHsieMoe NPOrpaMMHoe o0ecrevyeHne 0Te4eCTBEHHOr0 MPOU3BOACTBA:
DJVuReader, 7Zip, FAR Manager
7.1.4. CB0GOAHO pacipocTpaHsieMoe NPOrpaMMHoOe obecredeHne 3apy0e;KHOro NpPou3BoACTBA:
Adobe Reader, Audacity, Google Chrome, InkScape, LibreOffice.org, Mozilla FireFox, Notepad++, The
Gimp

7.2 DJIEKTPOHHO-BUBJIMOTEYHBIE CUCTEMBI:

— DBC «M3matenscTBo JlaHb» [DeKTpOHHBIR pecypc]: 3ekTpoHHas Oubnuoreunas cucrema / OO0O
«Mz3marenscTBo Jlanby. — Peskum moctyma: https://e.lanbook.com/;

— DBC «nekTponHas 6ubnuoreunas cuctema KOPAVTY [DneKTpoHHbI pecypc]: deKTpoHHAas GubIHOTe Has
cucrema / OO0 «nekrponHoe n3aatenscro FOPANTY. — Pesxum mocryma: https://biblio-online.ru/;

— OBC «YHuBepcuterckas OMOMMOTEKa OHJAWH» [DJIEKTPOHHBIH pecypc]|: 3IIEKTPOHHO-TIEPHOINIECKOE
W3J]aHNE; TIPOTPAMMHBII KOMIUIEKC JIJIsl OpTraHU3alliy OHJIAHH-IOCTYIA K JINIEH3NOHHBIM MaTepuaiam / OO0
«HexcMenna». — Pexxum mocryma: https://biblioclub.ru/.

7.3 COBPEMEHHBIE NPO®ECCHUOHAJIBHBIE BA3bI JAHHBbIX:
— Huadopmanmonno-anammtudeckas cuctema SCIENCE INDEX

— DnekTponHas 0aza JaHHBIX Scopus

— bBaser garueix komnaaun CLARIVATE ANALYTICS

7.4. AHOOPMAIIMOHHBIE CITIPABOYHBIE CUCTEMBbI:
— CnpaBouHo-mipaBoBas nHpopMarmonHas cuctema Koncynsrant [nroc http://www.consultant.ru/
— 00O «CoBpeMeHHbIE MeJIFia TEXHOJIOTHH B 00pa30BaHWU U KynbType» http://www.informio.ru/

8. UHBIE CBEJEHUSA 1 MATEPUAJIBI HA YCMOTPEHUE BEJAYIIEA KA®EPHI.
He npenycmotpeno.

9. OBECIIEYEHUE OBPA30OBAHUA J1J15 JIAIL C OB3.

Jnst obecriedeHnsi 0Opa30BaHUsl WHBAIUAOB W JIUI| ¢ OFPAHUYCHHBIMH BO3MOXXHOCTSIMHU 3JI0POBbSI Pean3aIus
JUCIUTUTMHBL MOXKET OCYIIECTBISITECA B aJalTUPOBAHHOM BHJE, C YYETOM CIHCHU(QUKA OCBOCHHS H
JUIIAKTHYECKUX TpPEeOOBaHMMA, HCXONS W3 WHAWBUAYAITbHBIX BO3MOXXHOCTEH W 1O JIMYHOMY 3asBICHUIO
00y4Jaromierocs.


https://e.lanbook.com/
https://biblio-online.ru/
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